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Prompt Injection and the Data Boundary in Al Agents

@® written by code, or signed at sign-in

@ written by the model

Normal app Agent app
who who
the session the session
what what
the query the parameters

written after reading a document

The enforcement point cannot trust the yellow part



Multi-Tenant Document Store Behind a Shared Al Agent
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Amazon Bedrock AgentCore Gateway, Interceptors and Cedar Policies

runs before the call

REQUEST Interceptor enrich the request,
(Lambda) exchange tokens,

rewrite arguments
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RESPONSE Interceptor runs after the call: filter the

(Lambda) tool list or redact the response

-> main request / response path —> interceptor detour (the Gateway calls the Lambda)




Tenant Checks Inside Tool Code Fail Against Prompt
Injection

{ needs permission on every team
|

doc = table.get 'item(team=req.team, id=reqg.doc_id)
if doc.team !'= req.team: 7
return "denied""

L written by the model }




Cedar Policies Cannot Enforce Tenant Isolation on
Document Data

___________________

l permit ... when {7 " == principal.team }

not in the request

search "refund" - no resource at all



Tenant Isolation With Per-Request Scoped Credentials

judge the request build the credential
request
check ("if" accepted or
request - -> data credential |~| DynamoDB |-
or rule) refused
attached
the check reads values the model wrote DynamoDB decides on the credential alone

Token Vending Machine



Tenant Identity From the Cognito Token Claim

HEADER Authorization: Bearer ...

. . " signed at sign-in - the model cannot write
cognito:groups: ["payments"]

here

:{e]n)'s tool: read_document
arguments: { doc_id: "BIL-002" }

written by the model

\{

payments - the only trusted value



AgentCore Gateway
REQUEST Interceptor as
Token Vending Machine

e out of the model's reach
e team from the token

® new credentials per request

each role trusts the interceptor

only

Read role (static)

temporary credentlals reads the whole table

1 assume role

\ )
g T ,
2)
l returns credentials

Interceptor :
the vending machine i () scoped credential

valid for: payments

@ expires in 60s

|

signed token 3 the interceptor passes the credentials to the tool

l ) ‘ DynamoDB

Tool r» {l —> payments

no access of its own

-- | billi
26 | illing \
- hr \

a request outside the partition, or once the window has passed,
| is denied by the credential itself, with no check in the tool.




IAM Session Policy Scoped to a DynamoDB Partition
Key

{
"Effect": "Allow",
"Action": ["dynamodb:GetItem", 'dynamodb:Query"],
"Resource": "arn:.../table/documents", team ced
“Condition™: { y [ payments PAY-001, PAY-002 ... ]
"ForAllValues:StringEquals": {
"dynamodb:LeadingKeys": ["payments"] ,/////// billing BIL-002 ...
b
"DatelLessThan": { hr
"aws:CurrentTime": "2026-09-13T10:32:07Z" nfra
s
Iy
I3

no Scan in the action list




Short-Lived Credentials With a Session Policy Expiry
Condition

{
"Effect": "Allow",
"Action": ["dynamodb:GetItem", '"dynamodb:Query"],
"Resource": "arn:.../table/documents", 0 - 60 s: policy allows reads
"Condition": {
"ForAllValues:StringEquals": { \
"dynamodb:LeadingKeys": ["payments"] ' credential valid, policy allows nothing
+
"DateLessThan": { /' 15 min
"aws:CurrentTime": "2026-09-13T10:32:07Z"
s
Iy




Injecting Scoped Credentials Into MCP Tool Arguments

HEADER l Authorization: Bearer ...

BODY arguments: {

doc_id: "BIL-002"

team: "payments"

credentials: { key, secret, token }

REQUEST interceptor writes here

>

a Lambda tool has no header channel



Lambda Tool Code Without Tenant Logic

candidate 1, discarded the tool
doc = table.get_item(team=req.teanm, )( ddb = client(req.credentials) \/'
id=req.doc_id) return ddb.get_item(team=req.team,
if doc.team !'= req.team: id=req.doc_id)

return "denied"

no if, no compare



Token Vending Machine Architecture on Amazon Bedrock AgentCore
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Prompt Injection Attack Setup With Planted Bait

[ assistant } { permissive prompt }
payments billing hr infra

{ planted injection J { planted bait




Prompt Injection Attack Blocked at the DynamoDB
Layer

search "refund"
status note payments only
read BIL-002

search "refund"”, open the results, write .
not found

the numbers here

write findings
nothing to write

bait in the attacker's document: none



The model chooses the question.

The credentials decide the answer.



Keeping Temporary AWS Credentials Out of Lambda
Logs and Responses

X print(event)

X return { "error": event }

. OFF  Gateway application-log delivery



Leaked Temporary Credentials Neutralised by Expiry

revoke one credential - noAPl X

deny on the role -  every team paused X

delete the log - toolate X

60 s window -  credential already useless ‘/

credentials in a log happen, the window makes them harmless



AgentCore RESPONSE Interceptor as Credential Leak
Insurance

REQUEST interceptor RESPONSE interceptor

" cannot revoke the credential

creates the credential suggested use: search the response,

remove leaked credentials

a suggestion for the future, not a layer the system relies on



Audit Trail With CloudTrail Data Events and sourceldentity

interceptor log (CloudWatch)  21:52:52
tool: read_document, PAY-001 user: 34b8. ..

team: payments session: gw-d040...

CloudTrail (S3) 21:52:56
action: GetItem, payments / PAY-001 user: 34b8. ..

session: gw-d040...

the same user and the same session, in every record that touches data



Latency Cost of Per-Request Credentials on AWS
Lambda

recenngseenent (. 7

STS 14 - TLS 30 - objects rebuilt 135

client rebuilt, Session reused .-l 51 ms

STS 14 - TLS 30 - credentials 7

median values - the model takes seconds to decide



Design Decisions for Multi-Tenant Isolation in Al Agents

data model identity and permissions containment

partition-keyed data team from the signed token credentials injected, tools

with no permissions

action list without Scan
logging switch off

two roles, interceptor-only

session policy + 60 s

window

designed into the architecture, not added on top
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